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deletion failed with 1 error(s): clusterroles:rbac.authorization.k8s.io "istio-cleanup-secrets-istio-system"
already exists

et
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HIREPETNRERR, NMSEEEEY.
\ N
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$I¥1 @iTkubectiEEFICCEERE,

FI2 T TGRS, FHRistiofBXEIR .
kubectl delete ServiceAccount -n istio-system “kubectl get ServiceAccount -n istio-system | grep istio | awk
{print $13}"
kubectl delete ClusterRole -n istio-system “kubectl get ClusterRole -n istio-system | grep istio | awk '{print
$1}°
kubectl delete ClusterRoleBinding -n istio-system “kubectl get ClusterRoleBinding -n istio-system | grep istio
| awk {print $1}"
kubectl delete job -n istio-system “kubectl get job -n istio-system | grep istio | awk '{print $1}"
kubectl delete crd -n istio-system “kubectl get crd -n istio-system | grep istio | awk '{print $1}"

kubectl delete mutatingwebhookconfigurations -n istio-system “kubectl get
mutatingwebhookconfigurations -n istio-system | grep istio | awk '{print $1}"
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cm -n monitoring otel-collector-conf -oyaml

prometheus:
config:

'istio-mesh’
15s

stats/prometheus

keep
istio.*

50U I'(_'F'_

T ex.

action:

source 1 52 name |
request bytes.*

action: drop

atch:
memory limiter:

LATEELRihR AR SRENE RO EC B S 49451 :

o receiversECEINE X T EILUEIELAzipkin, prometheusFEFMIMNY M envoyiREGE
#iE, HehprometheusENX 7 LAE15sHYIERREM /stats/prometheusi§{E THENEL

rometheus

I p
el configs:
source labels: [ meta kubernetes pod container port name ]

action: keep
regex: http-envoy-prom

; __name
"istio build’
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processors:
batch:
memory limiter:

check_interval: 1s
Llimit percentage: 80
spike limit percentage: 20

o exportersECBINE X 7B IETREN LIRS HEapmiRSS::

exporters:
apm:
address: "180.79.1.215:8
project_id: . d7aclaed8bc344806
cluster id: dJ 5111-11ee-8779-0255ac 180b65

o extensionsECEINEM T health_check¥ B, HEFEJF3KENG Xotel-collectorf@EIA
RHER.

extensions:
health check:
endpoint: 127.0.8.1:13133

o serviceZfy AT ELEotel-collectorSEfRa AL FATE VIFHIBLEIN

service:
telemetry:
logs:
level: info
extensions: [ health check ]
pipelines:

[ prometheus ]
[ memory limiter, batch ]

[ zipkin ]
[ memory limiter, batch ]
exporters: [ apm ]

et BiREEE S servicell, HECE 7™ pipeline? Bl A FEE metricsEHEFI
traces#E (3F: — " pipeline@—~2Breceivers, processors, FlexportersfI&ES ) , LA

NECE T logsithfKalAinfofk LA £ . EAMBELAIIN FEIFAR .
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RRGE: EECSIEH&EREN N T B,
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MBS R: SIKIERIAEENER, MIREESREMNBEASEMERINERAY
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LLBf S FEistio-systemapZ =[]

RRSR: MicSoIEERYistio-systemAsZ=d,
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SRS R E B R LESERY e
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RN S MRS ER R e
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16. EERFEIUFAE TR SERFIRSS MM
BRI ERTALIERRFVPCER, BRIRESEEVPCRIBR SEMEERRRIRSS MR
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2.7 IMT AR an B = EEEN?

NERB A TEE Nsidecarfly, HEEBIARFARGEZTEEAN, BSEWNTESEN
SR iCE:

$IB1 EiTkubectUERIEERE
F1E2 HiiTkubectl get iop -nistio-system, EHifliopFiE,
o FEEIRWT, ¥REFEopER, BHITLES.

userfidts2fot1@9udymb-machine:~% kubectl get iop -nistio-system

NAME REVISION 5TATUS AGE
HEALTHY 69d

o EMRUT, £RAFHEopEIR, BHITEEA,
eb-terminal-/b778fc945-9m2hf:~# kubectl get iop -nistio-system

Mo resources found in istio-system namespace.

I3 HiiTkubectl edit iop -nistio-system data-plane, {&{autolnjectfic BN, EH,
data-planes L —EE8MiopRIRZIR, B HLRME.
global:
defaultPodDisruptionBudget:
enabled: true
hub: ****20202/asm
logging:
level: default:info
meshlID: test-payment
multiCluster:
clusterName: test-yy
network: test-yy-network
proxy:
autolnject: enabled
remotePilotAddress: **.*.*
tag: 1.8.6-r1-20220512225026

B4 HiTkubectl edit cm -nistio-system istio-sidecar-injector, {&{istio-sidecar-
injectorBic &I .

data:
config: |-
policy: enabled

e

2.8 EYT{ERAEAEN Sidecar, ZU{IEE?

RERNSETEHESidecaniF NG, A8 NEE TIERE XKEFRIPodIE BEN
iEASidecar, AIBLTIERBEIMHMHREARGEENSidecar, AISEWNTESHIT
[
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I3 #HFspec.template.metadata.annotations=2E&, A flsidecar.istio.io/inject: 'false',

annotations:
sidecar.istio.io/inject: 'false’

a: ruall

fmarL B Automatic Sidecar Injection 728 ZSidecariE NHIETIR .
----£55R

2.9 MBI I FERLF BRI EEEFAY VPC 4%, SCINSEH)
EEREE?

{ERASMIPAIRIE S ERHFIERT, RPN ERFETARRIVPC, AJLABEIXFERE
FIEMRAERRIMES, MNMSEISLAIRIEEREEE

HEETIE
BRI SSER B, BEIRENNMERVPCRIERANS2MER, AILIS R eEB S iRt

ANEBESNNHES:
PFiEEER il arEFEEE
PSSR VPC R
VPC -vpe-5b [
773 Jsubnet-Bbde (ol
BERE 172.16.0.0/16
Il
Pva [ESFR 1 0/16
EEE iptables
FEEAESE cluster-127-cce-node-1pbmd [ B
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AimVPC: EFERFARNVPC ( M ERRIECEINF A2 IDINEE )

UV ETITL A
XIRIRE « XJiRVPC: HEIEERBAIVPC
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HIEXHRVPC

x B s

* JTEIE cn-north-2 b

#* FHEVPC vpc-default e

$E2 AR
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2. & “ANipEEHT RNE TR “BEXR’ , RIEIRARRIENIIEE.
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¥, T—HERENAR “‘WEER™ , T—HEERERIPEIZIINFER.
AR
RN R EIER NG, ERAXRPIUREEVPCNER . XTIERFMEIT
R, F2IAERFRME.

$|3 IR .
1. ENFERIR, PELEIPEIZAINFERZR, HAFBRHE,.
2. £ ‘MRl RETRE “BEARK" , FIERARRIRENOESE.

3. RBRimERFARVPCHER . BN mISHECES, (£SERFBREEINITE
BFA. T—RESEBNRER “WHER" , T—HERSE PelZrNNEER.

AR

RN R EIER NG, ERARPIUREEVPCNE . XTIERFMEIT
8B, FENAERmFRLE.
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N FEBRSS MAE (ASM)

=i

2 S ETR

£ WA NEEEEEE.

1. iBENimEERFAIVPC IP,
EFREHAI—T R, BIEEEBAIAMapiserverithilt
curl https://192.168.0.180:5443 -ik
MR IHIKATEZBEIE, HENEFRE IR, FEEMOERE.
EREBIHINEERFARYISIE S AEE o

2. i[ENTIREERFRISZEIP (IEMIEMEBT )
RigFIXTUREEREA R “ NEEXTIZENI” WLEIRE, IR CCEERE, MBIRETE
ERIR “VPCRILR” ; ANRECCE TurbokERf, MBEREER “ REEMSR
20”7 ,

BREFAN— TR, HIEEBAIENPod:

curl http://PodIP:Port

MRMHIASEIZBERE, HIBNEFE DR, SESHNERE.
EEREBIFIIEERFARYISIE S EER o

-

2.10 ARSSESEERFESHTMEGSANE, AUTRER?

Brn=

AR RAE T LASIE S N EERE ( CCEEEEERNCCE TurbofERHYTT ) , IRBEBERLES
AF, WNRMLZIHOARE, TeERRARMELZSAMUSHI, TEREBANIESHE
BETZ2ENN, BUTHHiES:

o CCEEBfIRSZIFINICCEERIRSS, TENERIAINodeZ 2B NS AMIBERT 5 EEEE
AOZSEEMIER o

o CCEEER#IRS31HIAICCE TurbofER$iRSS, FENTurboERFAIENIZEENT [AHIE
CCEEERIRIBEEMER o

CCE TurbofEB#RSZAIGICCEEREIRSS, LA CCE TurboEREiRSZS ZI81HA, 19T HEN

SMEEEZEERN .

(MARY::|

IRANERAE—VPCAH, FELBINSERTENG, BAEEESINEEINESE
BEHTERREOVPCNSE, SCHISCHIISEERHEE? -

H=—: CCE $&IR531H10 CCE S£850RSS

£
$IR2

REEER, BIZmNERFZ# R Accecluster01. ccecluster02,
ERCCERFHE, TEEHSERMEIAEccecluster01. ccecluster02EEBFAIREEMER o
HEAVPCGEEIE, EANSHIEEZRE ChiaiEsl > 22H” | BRIERNEREZR

“ccecluster01” ,

%ii{iﬁ@}-cce-mde-{ﬂiﬁ*mD}E’\J?‘Eéﬁﬁ, BHIRESIRY “BCEMN” , RIOAS
RN .

o PHMWIRO: HEIF “EXRIMY/ 2N

STREFRA 01 (2023-05-30) IR © ERRBRABRAT 12
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o EiEt: ESEB1HFRENHIcceclusterO2EERBEHIRERER o

A 1ZIB EIRFGIE, Jgccecluster02&B#HINodeZz 2B NS KU ccecluster01 SEBFRYES 28
MEZ o

-

H=": CCE £8fMR5315i CCE Turbo £EEIIRSS
S BRCCERGIE, PHECCEERESIR, EERSE REFINCCEERRSMER
S HAVPCIESIE, EAMSHAER BlaEs > RA” , BEIERATurboERS

o
S$EE3 %ﬁ?ﬁ{%ﬁ%}-cce-eni-{ﬁﬁmlD}E’\inééﬂ, BERMETIRY “BECEMN” , HRIIASGE
A o

o UDNEEO: BEE CEAULINL .
o ML ESHE RRAAICCEERE B
-

ZERIGIIE

LAz= 961, FECCEERFHihaTurbofeB#hRIARSS ({RiIRJanginx-turbo ) , IAIEIRL
IREI BN T :

2-2 ipEl ARG

root@tomcat-6bf98676ff-xzn6d: /usr/local/tomcat# curl http://nginx-turbo.default.svc:80
<!DOCTYPE html>
<html>
<head>
<title>Welcome to nginx!</title>
<style>
body {
width: 35em;
margin: 0 auto;
font-family: Tahoma, Verdana, Arial, sans-serif;
¥
</style>
</head=
<body>
<hl>Welcome to nginx!</hl>
<p>If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.</p>

<p>For online documentation and support please refer to
<a href="http://nginx.org/">nginx.org</a>.<br/>
Commercial support is available at

<a href="http://nginx.com/">nginx.com=/a>.</p>

<p><em>Thank you for using nginx.</em></p>
</body>

</html>

root@tomcat-6bf98676ff-xzn6d: /usr/local/tomcat#
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2.11 Sidecar KFZE S Pod [BE5EW

[BRE S =
IIAMERIERS BRI EEERIPodBEIEN, B—HER. HIEERAMISEES5H
EPBERTRESETistio-proxyBazE, BAISZEELlistio-proxyZSessc/aa, fEistio-
proxyBeSiRBaIINet, WERBRELERFH, SHEPEREIBEEEY, Pod—HER.
REE TS 32

listio 1.7RLAGIRA, #tXi@idaistio-injector;E N\iZBIEI01—N1Y
HoldApplicationUntilProxyStartsHFF X RERR TiZiaek, FFXITHE, ProxyE<s:

caog

AZIFE— Container, istio-proxySeescF W B REBE.
FXRECED HEBFHEEHM, FTENBRMEHESEZE

BEIENRE, HHAXE, EREWSEFEESSidecarssEReady5 A 88250,
SitPodBHERETIE—L, AREENERT BRNRAREHSIESEBIZA, FTlA
ENEBRTHHI SIS, FIRBEEENSE, REFTEMWSITHIFFX,

o 2FERE
a. PUTLATE<, 4WiEIOP CREIR.
kubectl edit iop private-data-plane -n istio-system

fEspec.values.global.proxy==E& N INILA T ECE
holdApplicationUntilProxyStarts: true
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gressgateway:

autoscaleEnabled:
labels:

app:
tolerations:
- effect: NoExecute

key: istio

operator:

false

customse
labels:
app: istio-ingressgateway
replicaCount: 1
tolerations:
- effect: NoExecute
istio
operator:
global:
defaultPodDisruptionBudget:
Ttrue
wWwr.cn-north-7.myhuaweicloud.com/asm
logging:

Exists

ult:info
crital

meshIl Y
multiCluster:
erName: test-yyl-multi

proxy:
autoInject: h1ed

holdApplicationUntilProxyStarts: true

HATUA TS, WARTESEIRE .

kubectl logs -n istio-operator $(kubectl get po -n istio-operator | awk
'{print $1}' | grep -v NAME)

WITLAT @<, HIAIOP CREEFEKE.

kubectl get iop -n istio-system

PATLAT RS, RahAHRERINZERISAIARSS -

kubectl rollout restart deployment nginx -n default

Hrh, nginxA7=fIiRSS, defaulthip&=E), B ILIREME.
HATLAT RS, #IAPodEERIN.

kubectl get pod -n default| grep nginx

WITLATES, FIAPodIEEFINT postStart lifecycle, FHistio-proxyAass
METE—MIE.

MAERRAS 01 (2023-05-30)
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kubectl edit pod nginx-7b6c96187b9-l4dbl

- name: ISTIO META CLUSTER_ID
value: test-yyl-multi
image: swr.cn-north-7.myhuaweicloud.com/asm/proxyv2:1.13.9-r1-20221110212800
imagePullPolicy: IfNotPresent
lifecycle:
postStart:

exec:
command :
- pilot-agent
- wait
name: istio-proxy
ports:

o [SEEE

SNSR{EAIstio 1.8 HELAEAIRA, AILASEZEFTFILFXAIPodIN E
proxy.istio.io/configi¥f#, J&holdApplicationUntilProxyStarts& Atrue,

LAdefaultdn =SiE) FnginxBRS5 /91, FBPEMARSSERIESEML
kubectl edit deploy nginx -n default

fEspec.template.metadata.annotations=FE& T NLA FECE

proxy.istio.io/config: |
holdApplicationUntilProxyStarts: true

apiVersion: apps/vl
kind: Deployment
metadata:
annotations:
deployment.kubernetes.io/revision: "6"
description: ""
creationTimestamp: "2022-11-24T07:55:31Z2"
generation: 6
labels:
appgroup:
version: vl
name: tomcat
namespace: default
resourceVersion: "55550644"
uid: cdbdbfe8-83cc-4964-86fc-f657¢c85e852d
spec:
progressDeadlineSeconds: 600
replicas: 1
revisionHistoryLimit: 10
selector:
matchlLabels:
app: tomcat
version: vl
strategy:
rollingUpdate:
maxSurge: 25%
maxUnavailable: 25%
type: RollingUpdate
template:
metadata:
annotations:
kubectl. kubernetes.io/restartedAt: "2022-11-25T10:35:02+08:00"
proxy.istio.io/config: |
holdApplicationUntilProxyStarts: true
creationlimestamp: null
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[RE S

BRITE

IZE fsgroup, SENSBTRES UG BABIEN

WEZpodiE AsidecarBti&&fsgroupa1337, SHB A EH S BHAWMBIKL
1337,

79k8s hrAsbug:
https://github.com/kubernetes/kubernetes/issues/57923
https://github.com/istio/istio/pull/27367

7£1.8.6-r2 2 BIlR A S EsidecariF NI BN Efsgroupa1337 (LLIRBESSEIES
Bl SRR BRI 1337 )

k8s 1.19LA ERARAFRR TiZIaR, FEIbME1.8.6-r2LA EhRA, GNREEFH1.19LAKLA
FiRAS, ASMEBZDIZEEnableLegacyFSGrouplnjection Jufalse, ZACEiz4|
sidecar;F NBI & &Efsgroupa1337, EKSIBIEISBIERHBEBIRZREN
1337098ER ML . B WSHIEAIHT 7 WALERS, WFRERIEREREK.

2.13 FEERRKWER DR NERSEE

HITELEAREY, ARKKAENIDSHBRSE:

1. CRDIEEZLM .,

fRRINE: FrhRAKIstio EASZIFEBHCRD, BIE: clusterrbacconfigs .
serviceroles . servicerolebindings . policies, &HEZHBINRAZEEVSEF
RE, UEERREEHR.

2. HIREHEEMXEEEERT, Istio MXIrEEIR.

fRARINE: Istio MFEAREE ( metchLabels ) #7508 {app: istio-ingressgateway,
istio: ingressgateways},

3. FHREURHEERM.

fERINE: ASMMBIRAFHATEZIFIN &M (tracing, kiali, grafana,
prometheus ) #3E, ARAIHRESE DRIEHHE . EoILABITLEFRIRAE
%, HEFERHAPM,

4. FHRRISEEPRSREES KM,

ERINE: RS BEERS, EEFRNSRENTEHTREFR
5 FRRIRFIGEES KW,

BRIDE: ELERRFEARERR.
6. FRBISERFHRACE(ES KW .

BRINE: WASSTHFRIRAIN T :
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= I 2 MIEEE

ZLTES SZIFHISERFHR A

13 1.13,1.15,1.17,1.19

1.6 1.15,1.17

1.8 1.15,1.17,1.19,1.21

1.13 1.21,1.23

1.15 1.21,1.23,1.25,1.27

1.18 1.25,1.27,1.28,1.29

7. HEREHFREEERM,
fBRNE: BENIESLERAFHREIE 228K, FTTistio:master labelsHIT
mEE/NTFHEHTistiod/ingressgateway/egressgateway 2, NEBET R
=Y KEIFREeESistiod. ingressgateway. egressgateway podZFEFIMHIRE
NREHE-
- Bik—: BhniRhhistio: mastertie=, AILAMCCE console LT,

cluster-127 o =

mESEARE

preferredDuringSchedulinglgnoredDuringExecution:
- weight: 1
podAffinityTerm:
labelSelector:
matchExpressions:
- key: app
operator: In
values:
- istiod ( #NERZEingressgatewayNlAistio-egressgateway. istio-ingressgateway )
namespaces:
- istio-system
topologyKey: kubernetes.io/hostname

S EECCEREARRETRRAHNRFENNL, SARERE.
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8. FREImETEEMENMEERK

BERE: BENEEMBTRERMMNE, maTEFEESEiEARpod, BE
Za BT EARFBENEN, WFEBARZBETEBIMEN.
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N FEBRSS MAE (ASM)

3 NINARSS

s NARSS

3.1 ADIRIRIIMBIA S NABEER, WTHIE?

HI_EiRaRRn gE R BRI R R BB RASEIR, BIERU T A AR THIE:

. J‘EES‘%’TE&%‘Z@@?HE%«%@EE@% HYELBR2EA A I EE Ir{E AR RYSMERim ORI 1 =
HE?D g% )

o EFREERf, {FfAkubectl get gateway -n istio-systemis S EE{FERAIgateway

EAEEFHEAIP/EZ iR, {FHkubectl get svc -n istio-systemip $&E
E{FRMNingressgateway 2 BB X NAYIPHIRE, BR&EFpendingihz.

o ZSENINBRSS MASRIARBRILIAMIATR NS EC ERIFMB DM —EL.

o WNEBINSS2iHAHIN “ERR_UNSAFE_PORT” $£i2, EENZisOHN S
RBAGKIRO, AT SR AE SRR .

3.2 ORISR A B RIE?

RIS R I & productpage. details. ratingsflreviews 41MNIRSS, BECIZEREHEX
BT VEAEFNIstiofBXAIEIE ( DestinationRule. VirtualService. Gateway ) %,
LEBIEEATB)ES o

3.3 —ECIBAIRMNARIERIILG, FMTAREEHIENE?

RE S

BRI

— iR EIEARIL R FRERE AN A RE LI A E .

DB A ER I8 ELBAR AR I WA i [ o

ISR ARG ELBRER ZInRITRESEE, FhrkSH ERREERER.
st AR R IR TS AE S eI e .
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Nz FRARSS MIHE (ASM)
= 3 NONARSS

3.4 SRS MRS, 27 500 &R

Bl HEIA
—HERIERIRIC N FBookinfolY, $&7x “BUEEIXIIMAEHA LM

HIE B
BRASMIZHIE, & “F127 , iiRZINetwork REEEEO . AMpostiz kel
gatewayEA£ERREI500, BEEREINFRTNMEE:
IP is not the same with LoadBalancerIP

[RE S
istio-systeman A =S8 T & gatewayserviced% 88 . 5% B IRE 22— EMIBREIRSCHIRR
B EFRINAIITIMAIDECE o

BRBE

istio-system#p 2= [8] F7& B8 gatewayservice, EEMIfRiZservice,
kubectl delete svc <svc-name>-n namespace

Hrh, <svc-name>J3serviceRIZFR .

3.5 NN, AHAEAZIRYMAIARSS?
INEEAAY, BirRZSRIEX ARG TR . SN0 T:
o  HTTPHMYAIMAZBI LUEZEHTTPIMYAYARSS
o TCPHMYAIMERILUSEIETCPIMYAIRRSS
e  GRPCHMYXAIMFZBILLSEIRGRPCHIMYAIIRSS
o  HTTPSHMYAIMERTLUEIEHTTP. GRPCHMYAYRRSS

o TLSHMMAIMIKUNISRFTH T TLSERIE, RBEETCPIMYAIARSS; KA TTLSEILL,
QEBIEETLSHMYAYBRSS

3.6 UHMaTRE RN FEHEIREN K A (o) =R?

| AR
RSFINZERE, 1 “IRSHIE" o, BETICOIEMRS, IR “NAKIE
RERER

HFE RS

ERASMIZHIE, & “F127 |, DiaZINetwork RESEEIZN, EOLIMR[E200, &
EConsolehFEA RS
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RE S

BRTTIE

TypeError: Cannot read property 'slice' of undefined

FHERAAZHIIRS

BERS K

kubectl get svc --all-namespaces

£5Ports A= RIBRSS R INiR M o

R

3.7 WM AEE(ESS (Job)FIERT{ESS ( CronJob ) SERITRZ
sEN sidecar

RIS

o THIAFERASM1.15.5-r3 LA EARASEUEERIFS

o ZIAZET, XWEFEES (Job) FIERMES ( Cronlob ) ARG BIFEAIPod AR
HiTsidecariE N, MREEFNBECETIEREA, RESRSH “FE5F

f#> Podtr&” sidecar.istio.io/inject: 'true's INFE:

BERE
| AR Podir=
AR
PodiTE2
£ECronJobifl:

kind: CronJob
apiVersion: batch/v1
metadata:

name: mycronjob

namespace: default
spec:

schedule: */1 * * * =

jobTemplate:

spec:
template:
metadata:

sidercar.istio.io/inject =[ trug|

i
g

creationTimestamp: null

labels:
app: mycronjob

sidecar.istio.io/inject: 'true’

i

i
k]
B

e E(FMHJob/Cron)obEBIAYE, FEEDSPERAIESEEsidecar,

MAERRAS 01 (2023-05-30)
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{EZ52Rk/S sidecar iR

J@idiEAistio-proxyi&curl -sf -XPOST http://127.0.0.1:15000/quitquitquit, £
Job T {E5em/EiR tistio-proxy o

£#CronJob/fl:

kind: CronJob
apiVersion: batch/v1
metadata:
name: mycronjob
namespace: default
spec:
schedule: /1 * ** *
concurrencyPolicy: Forbid
suspend: false
jobTemplate:
metadata:
creationTimestamp: null
spec:
template:
metadata:
creationTimestamp: null
labels:

app: cronjob1

sidecar.istio.io/inject: 'true'

version: v1
spec:
containers:

- name: mycronjob-1
image: 'busybox:latest'
command:

- /bin/bash

-'-c'

args:

=
trap "curl --max-time 2 -s -f -XPOST http://127.0.0.1:15000/quitquitquit” EXIT
while ! curl -s -f http://127.0.0.1:15020/healthz/ready; do sleep 1;done
sleep 2
date; echo Hello from the Kubernetes cluster<Your Job command/BEsLMV55iE1T454>
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4 s

4.1 RERBESBBREATATERRER?

)RR

RERTEPE R AR A AR IR R AL .
IRESHr

RELHHIRSNE—HER, RPEETRIEAS .
BRI IE

BB RGI T BN E—RERREREAH LEEREECRE.

4.2 ETEKABTRBRIBIT—ERS AT ARBER?
BRI
HFERNERHEBOEER.
EP3ba iy
ET A RNE R RN CRS G,
BR7EE

MRFBEMFIERSZ BN, FRUSLBIHEADEEEE ., HiESEWTERIstio
AR,

M H%kRAS 01 (2023-05-30) WA © EARTERABIRAE 26


https://support.huaweicloud.com/usermanual-asm/asm_01_0070.html#section2
https://support.huaweicloud.com/usermanual-asm/asm_01_0070.html#section2

N FEBRSS A (ASM)
N 4 REXRH

4.3 ZimRIARSS B R E(ESEHRAGIERIERIEF

[
ZIRORIRS IR REHISIHR T AXMOBRIE, 12 “ASM.0002 FEEAIER

{7/

HEEREg
BRASMIEHIG, & “F127 , ti%EINetworkREEEREO . AMpostiz=KkelzE
releasefZ £ EfIR([El400, EEREIABRTUTMEE:
some ports of the service have been configured with routes, ports=[%v]

EESbaiy
BeEIZTE RIS iR ORSMER 7 P —ig, Wservice01/77E80F181iw O, £
CCEREMIPR T 811w

BRTT X

REMBREIserviceirm [ o
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EPUEI 5 inEntE
‘KE sA
mnEnlE

51 REQERE, KEZERISEF. sRTEMNARFATR
ER?

. IERRERISEREENINEAIstio,
2. HHAEEE “RR$BIIRT WEHANTEL—PIRS, BRSAVRER “iE17

F7
3. HATLANRE, MREREHE, BUEREEBRTHEITERRAYICAgent
RpAH,

5.2 {N{afiE%E istio-proxy &% resources requests B{E?

istio-proxy e R IR T A/ NRIBUABCEU T . MNRAFSER, oHREIRSCPRFERIHIT
(E5'8
resources:
limits:
cpu: "2"
memory: 512Mi
requests:
cpu: "1"
memory: 512Mi

Bix—: AENBPFREIRS
—IRBECEXTFRE I MIEHIIRSSHistio-proxy S es FiE 5 i TR EE
TB1 WITLA TS &R ConfigMap.

kubectl edit cm istio-sidecar-injector -n istio-system
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H$E2 FQistio-systemdpR =8 FAYistio-sidecar-injector Pod.,
L3 BRWSSIRSPod, ZLEIRMHARASHIR
-

iR RN EANRS
£E1 BSRSAYyam 3T,
kubectl edit deploy <nginx>-n <namespace>

FIE2 TEspec.template.metadata.annotations NN FECE ( KM EE=E, 5H1TE
) .

sidecar.istio.io/proxyCPU: 500m
sidecar.istio.io/proxyLimitCPU: 500m
sidecar.istio.io/proxyLimitMemory: 1024Mi
sidecar.istio.io/proxyMemory: 1024Mi

Istio 1.8MISHIBCEINAESR, W FFR:
sidecar.istio.io/proxyCPU: 500m
sidecar.istio.io/proxyCPULimit: 500m

sidecar.istio.io/proxyMemoryLimit: 1024Mi
sidecar.istio.io/proxyMemory: 1024Mi

S (ERERSRNTHE, FERAMIR.
e

5.3 ASM 3Z5F HTTP/1.0 I2?

E I
Istio BRIAASZHF HTTP/1.0,
[RE S

IstioP AR IRE L AHIEEnvoy, RAEDEHNIAIZPIlot, PilothIIMETE
PILOT_HTTP10 BKiA8 0, BRIBKIAARSZHF HTTP/1.0,
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BRTTE

fRigiopAYIAEZS 2. values.pilot.env.PILOT_HTTP10i8&41, JpilotiLis
PILOT_HTTP10REZER0A] .

pilot:
autoscaleEnabled: false
env:

DEPLOY_TYPE: cop
ENABLE_LEGACY_FSGROUP_INJECTION:
PILOT_HTTP10: fl

replicaCount: 1

resources:
limits:
Cpu: 2000m
memory: 4096Mi1i
requests:
cpu: 100m
memory: 128Mi

5.4 BRSSPI S5 B E X W B Elim =gy ?

BEa=
Hip=T, APAEREBIEEI-EIIPHE, RBIPNERRNBEREARAIEEE; &
Lin=T, FEEEEEMNNEHFEROMERER . LAFBNBRHI=ERMER
MECES .

SRR RIECE=EL IP MIER
BigECE IV $3deploymentX {4, AJLATERE R AIACE I PRIERI=EL:
#1Tkubectl edit deploy -n user namespace user_deployment

1. fEdeployment.spec.template.metadata.annotationsHEC & IPMEZI=%L
traffic.sidecar.istio.io/includeOutboundIPRanges:
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type: RollingUpdate
template:
metadata:
annotations:
asm/updateTimestamp: "2823-83-23T83:49:217"
sidecar.istio.io/proxyCPU: "8.1"

meym

sidecar.istio.io/proxyCPULimit: "2

sidecar.istio.io/proxyMemory: 128Mi
sidecar.istio.io/proxyMemoryLimit: 2848Mi
traffic.sidecar.istio.iofincludeQutboundIPRanges: 192.168.8.1/24
Ereatichime5tamp: null
labels:
app: nginx

2. f£deployment.spec.template.metadata.annotationsHECE PP EE =&
traffic.sidecar.istio.io/excludeOutboundIPRanges:

template:
metadata:

annotations:
asm/updateTimestamp: "2823-83-23T83:49:217"
sidecar.istio.io/proxyCPU:
sidecar.istio.io/proxyCPULimi
sidecar.istio.io/proxyMemory:
sidecar.istio.io/proxyMemoryLimit: 2e48Mi
traffic.sidecar.istio. io/excludeQutboundIPRanges: 192.168.8.1/24

cregationTimestamp: null

labels:
app: ﬂginxl
version: vl

TR ERRERSRISERRNAR.

ARRBIS R AR E S NRREE

‘gl s5deployment3Zf4, BILATEG SR AIECE RO EAIHNREE=EAN :
HiiTkubectl edit deploy -n user namespace user deployment

1. #£deployment.spec.template.metadata.annotationshECEN R EfSE iR ORI
traffic.sidecar.istio.io/excludelnboundPorts:
template:
metadata:
annotations:
asm/updateTimestamp: "2823-06-81T61:46:567"
traffic.sidecar.istio.io/excludeInboundPorts: 3386,6379

crealionT ines tanp: null
labels:
app: echo

2. f£deployment.spec.template.metadata.annotationsFECE N =8 Ein1i=&L
traffic.sidecar.istio.io/includelnboundPorts:
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template:
metadata:
annotations:
asm/updateTimestamp: "2823-86-81T81:48:562"

traffic.sidecar.istio.iofincludeInboundPorts: 3386,6379
cregtionTimestamp: null
labels:

3. #£deployment.spec.template.metadata.annotations e & H i S8 Ein 1~ =&
traffic.sidecar.istio.io/excludeOutboundPorts:

template:
metadata:
annotations:
asm/updateTimestamp: "2823-86-81T81:48:567"
traffic.sidecar.istio. io/excludeQutboundPorts: 3386,6379
creaiionT ines tamp: noll

labels:

4. fEdeployment.spec.template.metadata.annotationsHhfic & HiR EfsEiR =&
traffic.sidecar.istio.io/includeOutboundPorts:
template:
metadata:
annotations:
asm/updateTimestamp: "2823-06-81T61:48:56Z"

traffic.sidecar.istio.iofincludeQutboundPorts: | 3386,6379
creationTimestamp: null
labels:

app: echo

sidecarVersion: 1.13.9-r1-1685522112

IR LRBREREESESERRNFARK.

LAl Yl
HFREEHACERESTEREANiptables AR, HITNRIESEERERERER:
1. BERIRERSEERE TERIFAET =, docker psiFEINI M AIpauseSEs,
BEREI;
2. BEAEHEdocker inspect <CONTAINER_ID> | grep -i pid;
3. HAXN#FEnamespace: nsenter -t <PID> -n bash;

4. HEifliptables: iptables -t nat -L -n -v, IOEEEIR. MEESREESE
U

/

&
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5.5 MK Uufic B AFF Az max_concurrent_streams
BB BRNXFENERHIE S SRTUTSS, JRAE.

cat>"stream-limit-envoyfilteryaml"<<EOF
apiVersion: networking.istio.io/v1alpha3
kind: EnvoyFilter
metadata:
name: http2-stream-limit
namespace: istio-system
spec:
workloadSelector:
labels:
istio: ingressgateway
configPatches:
- applyTo: NETWORK_FILTER # http connection manager is a filter in Envoy
match:
context: GATEWAY
listener:
filterChain:
filter:
name: "envoy.filters.network.http_connection_manager"
patch:
operation: MERGE
value:
typed_config:
"@type": "type.googleapis.com/
envoy.extensions.filters.network.http_connection_manager.v3.HttpConnectionManager"
http2_protocol_options:
max_concurrent_streams: 128
EOF

MR
max_concurrent_streamsBIZH MK EAF LIRS, BRILURERTEZHTESE.
$1¥2 HiiTkubectl apply -f stream-limit-envoyfilteryamlglZEenvoyfilter,
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r'c:c:tf_@ecs—guc:bac:qing—E}G.S-—‘l:—-# kubectl get envoyfilter -nistio-system

NAME AGE
http2-stream-limit 8s
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6.1 Pod NINISEE, A AREERIERIRESIEEURE?

1. 1BRERERCSHEAPM,
2. REEENREINHIEHITTRELME, SHRE—SMAREERIEE.

6.2 T E_ERYRISEEUR AT ARIER?

SUSTHE_ERIREEE R B EKF T PSRRI 2 R EHAItopNEYE, BRIE—5

HRIEIE . FrLASHRRE E’LH#H" E158R, BihUREFE.

e i NE R Al A BB A2

1. BEENE. EENGETEEHITINE,
2. IBRBEERPERIERALTRICAgentKERS,
3. IBNEIZEGHEREEIMNARS MG

6.4 Jaeger/Zipkin OSC LS
Jaeger/Zipkin OSCiff4%=%HX—5, TELlaeger AffliHITZ%,

FE HEAZRERSHOOSCIEFIE, AAMKBPIEE “RSER" , #FK
“Jaeger” , EEE u_i:l—rﬁ]n .

||fH|

AN

S EAMRESHIEE “HAIRSS--FKAITH” HE, $PilaegerfRSZHAY “ BIEESLHE)”
$E3 ERLFIRIRETR. Xi. BREEh. wRTE, BitEREERERS A,

A TR “HREMNR SFE,
(iR

BT AR EEEMonitoring@E=E, BNFEBITECEServiceEntryFflWorkloadEntry.

$R4 BE T2 LIS , EELAISH, T ‘KRBT M “yaml” BHEER

i, BNERyamE R TEE .
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RS SYEERERFRE “T—F: ERILN , WIAKIR, B8F “RBR" , FEFxiel
ESR AV

SI6 LHNFFEF “ihaiteit” BllaegerfR SIS RESAIMIFNIRO .

EREESDO

e e

ikl

L2 A9 & collectork =AU FNum ] BNASM R FB AR 3 MM FENGSE MRS RO 2 “ |
Eiﬂﬂ‘ﬁﬁﬂ%--i@ﬁﬁﬁ 7 %R “ZE=75)aeger/Zipkinfgs3” RTEEENRIIRSSHBUFOIR
FimOo

-
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